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SIM Authentication
For secure WLAN access

The most common method of accessing public WLANS is to enter and submit a user name and
a password. The problem with this method is, however, that it is rather unsafe in that passwords
are relatively easy to intercept. It is also rather complicated in that the password has to be
changed on a regular basis and kept secret. SIM-based authentication, on the other hand,
offers a secure alternative by using a GSM/GPRS SIM card to gain access to the internet. This
technical background information document sets out to explain the things that are required for a

secure method of gaining mobile access to the Internet and the technology that is needed to

make it possible.

Market requirements

There is real demand among business and private
users for secure mobile access to the Internet, be
it with a laptop or PDA. There are a number of
technologies available that can do this job such as
GPRS/EDGE, WLAN and the newcomer UMTS.
As far as users are concerned, it's important that
access is as easy and secure as possible, that it
rules out the possibility of abuse by others and
that access to the Internet is available at all times
from as many locations as possible.

Public WLANs complement this picture well and in
a lot of cases even provide a real alternative to
existing technologies such as GPRS/EDGE und
UMTS. Indeed, the operators of mobile networks
have recognized this and in many cases - after
initial hesitation — are now offering combined
services that are as fast and secure as possible.
Depending on the location and the degree of
mobility required, users are free to choose the
best form of access to suit their needs, be it
GPRS, WLAN or UMTS, while always drawing on
the same SIM card for the authentication process.
Another big plus is the bhiling system, which
permits the charges for this service to be pooled
together and integrated into the user's telephone
bill with the same existing degree of reliability. At
the end of the month, the user receives a single

bill which is clear and easy to understand -
regardless of which technology has been used to
access the Internet.

Another advantage of this solution is that it allows
thousands of WLAN hotspots to be used
worldwide on an ad hoc basis. Provided, that is,
that a roaming agreement exists and that billing is
taken care of using the TAP (Transfer Account
Procedure).

Most users want to access the Internet using end
terminals (PDAs or laptops) that already have
WLAN functionality. Alternatively, users have the
choice of using a so-called combo card with
integrated SIM card reader, which allows access
to the Internet via GPRS and/or UMTS, as well as
via WLAN. To this end, users can now draw on a
uniform technology that fully supports the GSM
and GPRS standard and makes easy authenti-
cation possible. Just like for mobile phones, a 4-
digit pin code is all that is needed. The rest of the
process is taken care of automatically and
provides access to the Internet within a few
seconds. This is made possible using a simple
software solution, the “Smart Client”, which only
has to be installed on the end terminal once. This
program provides intelligent support for choosing
the best access technology for a given situation.
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The illustration shows the Sony Ericsson Combo Card
GC79 for GPRS and WLAN 802.11b
Access and with a slot for the SIM card. The combo card

can be inserted into a laptop as a PCMCIA card.
The benefits for users and mobile network

operators (GSM / GPRS / UMTS and WLAN) can
be summarized as follows:

Technology

a network
architecture that is basically the same as that
used for the GPRS service in the GSM network —
with wireless LAN replacing the radio part of the

SIM-based authentication needs

GPRS network and data traffic being transferred
directly into the Internet from the WLAN hotspot.

The following illustration provides an overview of

the components that are taken together to form
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Increased average revenue per user (ARPU,
User”) thanks to
additional services and functions.

“Average Revenue per

Restricted and tested secure SIM-based
access method.

Simple login procedure - no user name and
password means that less support effort is
needed.

Internationally uniform access to all WLAN
and GPRS / UMTS networks via roaming
agreements possible.

All connections can be pooled into one
understandable bill

Network operators do not need to spend on

additional infrastructure (no investment costs)

encompass a client which is installed on the user’s
terminal equipment, a hotspot with access point
and gateway to the Internet, an authentication
server which takes on the SGSN function (Serving
GPRS Support Node) and the signalling gateway
to the SS7 network. The SS7 signalling network
with the HLR (Home Location Register) is an
existing component that forms the backbone of

mobile networks worldwide.

the entire network: These components
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The WeRoam roaming platform links the WLAN world with the established standards of the GSM world. The SS7

gateway for authentication against the HLR register and TAP files for billing on the mobile-phone invoice.

Authentication

Using a laptop equipped with a Smart Client and a
WLAN or Combo Card, users start the Smart
Client software and choose the most suitable
network available. If a public WLAN happens to be

available, the user will select this form of access
because it's the fastest and cheapest, provided,
that the network operator is not offering a flat-rate
tariff. Then the user enters the PIN code for his
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SIM card and the authentication process is
finished in a matter of seconds.

This is done by transmitting the SIM outputted
request for authentication via SGSN and the
signalling gateway to the home location register
(HLR) of the network operator. Once the
authentication process has been completed
successfully, acknowledgement is sent to the
gateway in the hotspot and access to the Internet
is established.

In specific terms, this process is exactly the same
as for the GSM network in that the I[MSI
(International Mobile Subscriber Identity) is read
from the SIM card and communicated to the
server, which, in turn, passes on the request to

the HLR. As a result of this checking procedure,
the server is provided with the authentication
triplets (RAND, XRES and Kc) via the signalling
gateway which is also responsible for transforming
SS7/MAP messages (GSM world) into TCP/IP
(WLAN world). The RAND information, in turn, is
passed onto the SIM card, which calculates a
result (SRES, Kc).

The authentication server uses the code Kc for
encoding the data and compares the SRES result
with those that it received from HLR/AuC (SRES =
XRES ?). If these agree, the user is given access
to the Internet in the hotspot gateway. If these do
not agree, an error message is generated and
access to the Internet is denied

SIM authentication is extremely secure and user friendly at the same time. The multi-stage checking procedure is

completed in a matter of seconds.

Authorization

In addition to this, another verification step takes
place by chec-king to see whether the user is
authorized to use the WLAN hotspot even though
the SIM card is valid. This is done by checking
that the access point name (APN), which is
allocated to the client’s or the IMSI's, corresponds
to the user’'s data in the HLR. These have to

correspond for access to the Internet to be
permitted; otherwise an error message is
generated. This means that the network operator
has the option of limiting access to certain user
groups (and different tariffs) and preventing abuse
by unauthorized users.
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